SYSGO Whitepaper

Immutable Linux
with ELinOS

Joe Richmond-Knight, SYSGO
Davin Engraf, SYSGO
Benjamin Sauter, SYSGO

ABSTRACT

In contemporary IT infrastructure, the concept of Immutable Linux stands as a
beacon of innovation, promising enhanced security, reliability, and scalability.
This whitepaper aims to dive into the depths of Immutable Linux, unraveling its
significance and implications in the digital landscape. Additionally, it will shed
light on SYSGO's embedded Linux ELinOS and its capabilities for crafting Linux-
based solutions to show its pivotal role in the advancement of Immutable Linux
technology.
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1. Introduction

In contemporary IT infrastructure, the concept of Immutable
Linux stands as a beacon of innovation, promising enhanced
Security, reliability, and scalability. This whitepaper aims
to dive into the depths of Immutable Linux, unraveling
its significance and implications in the digital landscape.
Additionally, it will shed light on SYSGO's embedded Linux
ELinOS and its capabilities for crafting Linux-based solutions
to show its pivotal role in the advancement of Immutable
Linux technology.

2. Embedded Linux

An Embedded Linux often needs to be a lightweight
operating system tailored for use in embedded systems,
like 10T devices, routers, and industrial machinery. Its open-
source nature allows for customization and optimization to
suit specific hardware and application requirements. With
its flexibility, stability, and extensive developer community,
an Embedded Linux can offer a robust platform for building
diverse embedded solutions. Unlike traditional desktop or
server environments, embedded systems often operate
in resource-constrained and specialized environments,
presenting unique challenges for software deployment.

One of the primary use cases for Embedded Linux is its
deployment on the Edge, where devices interact directly
with the physical world or collect data from sensors. In these
scenarios, several critical considerations must be addressed
to ensure the effectiveness and reliability of the deployed
software.

Security is paramount in embedded systems, especially
when deployed on the Edge where they may be exposed
to various threats. Ensuring that the software executes
securely involves implementing robust authentication
mechanisms, employing encryption for communication
channels, and adhering to Security best practices to mitigate
potential vulnerabilities.

Reliability is another crucial aspect, as embedded systems
often operate in mission-critical environments where
system failures can have significant consequences. Software
must be designed and tested rigorously to ensure stable
operation under various conditions, with mechanisms in
place to handle errors gracefully and recover from failures
efficiently.

Repeatability is essential for embedded systems to provide
consistent behavior and performance. Deployed software
should offer the same experience every time it is run,
regardless of environmental factors or external influences.
Achieving repeatability involves thorough testing, version
control, and careful management of dependencies to
minimize variability in the system's behavior.

Maintenance is an ongoing concern in embedded systems,
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as software updates and patches are necessary to address
Security vulnerabilities, introduce new features, and improve
system performance. However, updating embedded devices
can be challenging due to factors such as limited resources,
connectivity constraints, and the need to minimize
downtime. Implementing robust update mechanisms, such
as over-the-air (OTA) updates or incremental patching, is
essential to ensure that devices remain up-to-date and
secure without disrupting their operation.

To address these challenges in embedded Linux
deployments, developers are increasingly turning to the
concept of Immutable Linux. Immutable Linux offers a novel
approach to system design, where the operating system and
applications are immutable once deployed.

2.1 Use Cases of Embedded Linux
IT Equipment

Data Gateways: Embedded Linux is used in data
gateways to manage and route data between different
networks. It provides the necessary networking stack and
Security features to ensure data integrity and efficient
communication.

Firewalls: In network Security, embedded Linux powers
firewalls to monitor and control incoming and outgoing
network traffic based on predetermined Security rules. Its
modularity allows for the integration of various Security
protocols and tools.

Industrial Applications

Human Machine Interfaces (HMIs): In heavy plant and
manufacturing environments, HMIs use embedded Linux
to provide operators with intuitive control panels. These
systems require high reliability and real-time performance
to ensure safe and efficient operation.

Automation Systems: Embedded Linux is employed in
programmable logic controllers (PLCs) and other automation
systems to control machinery and processes. The real-time
capabilities of embedded Linux ensure precise control and
timing.

Internet of Things (1oT)

Smart Devices: Embedded Linux is at the heart of many
smart devices, from thermostats to home Security systems.
It provides the necessary connectivity and processing
power to enable these devices to interact with users and
other devices.

Data Hubs: In loT ecosystems, data hubs collect and process
data from various sensors and devices. Embedded Linux
offers the flexibility and connectivity required to manage
and analyze large volumes of data efficiently.
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Entertainment Systems

Set Top Boxes: Embedded Linux powers set top boxes,
providing the operating system for streaming content,
managing user interfaces, and ensuring compatibility with
various media formats.

Game Consoles: Many modern game consoles use
embedded Linux to provide a stable and flexible platform
for running games and other applications.

Smart Speakers: Embedded Linux is also used in smart
speakers to handle voice recognition, process user
commands, and manage connectivity with other smart
devices and cloud services..

3. Understanding Immutable Linux
3.1 Definition and Core Principles

Immutable Linux represents a paradigm shift in system
architecture, where the operating system is rendered
immutable, impervious to alterations once deployed.

At its core, Immutable Linux embodies the principle
of immutability, wherein the operating system's state
remains constant and unchangeable post-installation.
This is achieved through techniques such as read-only
file systems, cryptographic verification mechanisms, and
containerization.

Benefits

Using Immutable Linux has numerous advantages for
different aspects, including:

Enhanced Security: By eliminating the possibility of
unauthorized modifications, Immutable Linux fortifies
system Security, mitigating risks associated with malware,
unauthorized access, and configuration drift. Immutable
systems resist tampering, ensuring the integrity of critical
applications and data.

Unparalleled Reliability: Immutability fosters system
stability by preventing unintended changes that could
lead to system failures or downtime. Immutable Linux
environments provide a consistent runtime environment,
reducing the likelihood of compatibility issues and software
conflicts.

Scalability: Immutable Linux streamlines the process of
deployment and scaling, facilitating rapid provisioning of
identical system instances. With immutable infrastructure,
scaling becomes seamless and predictable, enabling
organizations to respond swiftly to fluctuating workload
demands.
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Challenges

While Immutable Linux offers compelling advantages, its
implementation is not devoid of challenges:

Management Overhead: Maintaining Immutable
Linux environments necessitates robust management
practices and tooling. Updates and configuration changes
require careful orchestration to ensure compatibility and
consistency across the infrastructure.

Learning Curve: Embracing Immutable Linux may entail a
learning curve for IT personnel accustomed to traditional,
mutable systems. Training and upskilling initiatives may be
necessary to equip teams with the requisite knowledge and
expertise.

Persistence Requirements: Certain use cases, such
as data storage and database management, demand
mutable storage layers within an otherwise immutable
infrastructure. Balancing immutability with the need for
persistent data storage poses a nuanced challenge for
architects and administrators.

4. ELinOS Embedded Linux

ELinOS from SYSGO stands as an industrial-grade Linux
distribution, offering a seamless development experience
through its user-friendly CODEO IDE (Integrated
Development Environment). Engineered with robust
features, it empowers developers to craft cutting-edge
embedded solutions with ease and efficiency.

ELinOS embodies a suite of powerful features tailored for
state-of-the-art embedded solutions. It places a strong
emphasison Security, providing supportfor containerization
and related services. This focus ensures the integrity of
embedded systems, safeguarding against potential threats.

With streamlined development process, ELinOS significantly
reduces development time and costs with its efficient
application development environment. Equipped with
drivers, connectivity stacks, real-time extensions, and
support for industrial hardware, developers can swiftly
navigate from concept to deployment.

Beyond its feature-rich toolkit, ELinOS offers comprehensive
engineer support backed by extensive experience in
industrial applications. This support network ensures that
developers receive guidance and assistance at every stage
of their project, fostering successful outcomes.

4.1 ELinOS Components
ELInOS comprises a comprehensive toolchain, featuring

cross compilers for both Windows and Linux hosts. Its
one-click or scriptable build and deployment environment
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simplifies the development workflow, while tools for
debugging, tracing, and performance monitoring enhance
productivity.

CODEO IDE: The integrated development environment
within ELIinOS is equipped with graphical wizards and
tools, facilitating intuitive configuration and customization.
This user-friendly interface expedites the development
process, enabling rapid time-to-market for custom-tailored
embedded Linux solutions.

Graphical Features: ELinOS boasts graphical features
that accelerate the setup of fully operational embedded
Linux systems. With its intuitive wizards and GUI-based
configuration management, developers can configure
network support, graphics, and other essential components
effortlessly. The Feature Configurator ensures a lean
system devoid of unnecessary dependencies, optimizing
performance and resource utilization.

4.2 Embedded ELinOS Security

Security is paramount in embedded systems, and ELinOS
addresses this with a simple yet effective paradigm: keep it
small. By minimizing the surface area for potential attacks,
ELinOS enhances system Security.

Its feature-driven configuration and library dependency
resolver ensure that only essential services and libraries
are included, mitigating Security risks. Additionally, ELinOS
supports various Linux standard Security mechanisms, such
as SELinux, OS-level virtualization, and over-the-air updates,
further bolstering system resilience against threats.

By harnessing the capabilities of ELinOS, developers can
unleash the full potential of their embedded solutions while
maintaining the highest standards of Security and efficiency.

5. Benefits of an Immutable ELinOS

An immutable ELinOS system offers several advantages and
possibilities:

Enhanced Security: By having a read-only base system and
separating user applications and services into containers,
the attack surface is significantly reduced. Each container
operates independently without dependencies on external
libraries, minimizing the risk of Security vulnerabilities.
Updates can be applied independently to the base system
and containers, further bolstering Security by ensuring that
vulnerabilities in one component don't compromise the
entire system.

Isolation of Services: The strict separation of services
into containers provides isolation, preventing issues in one
service from affecting others. This isolation also simplifies
troubleshooting and maintenance, as issues within a
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container can be addressed without impacting the rest of
the system.

Ease of Maintenance: With updates applied independently
to the base system and containers, maintenance becomes
more straightforward. Administrators can update specific
components without disrupting the entire system, reducing
downtime and streamlining the update process.

Container Support: Utilizing containers allows for a
lightweight and efficient deployment of applications
and services. Containers encapsulate all necessary
dependencies, making it easier to deploy applications
consistently across different environments.

Immutable Infrastructure: The immutability of the
base system ensures consistency and predictability
in deployments. Once deployed, the system remains
unchanged, reducing the likelihood of configuration drift
and unintended modifications.

Template-based Setup: The inclusion of templates in the
new project wizard simplifies the setup process, allowing
users to quickly deploy standardized configurations tailored
to their specific needs. This streamlines the onboarding
process and ensures consistency across deployments.

Scalability: Immutable systems with container support
are inherently scalable. Administrators can easily spin up
additional instances of containers to handle increased
workload demand, leveraging the lightweight nature of
containers for efficient resource utilization.

Portability: Containers provide portability across different
environments, enabling applications and services to be
deployed consistently across development, testing, and
production environments. This portability facilitates
DevOps practices and accelerates the deployment pipeline.

Enhanced Reliability: With the separation of services into
containers and independent updates, the system becomes
more resilient to failures. Even if one container encounters
anissue, it'sisolated from the rest of the system, minimizing
the impact on overall system reliability.

7. Implementing and Testing an Immutable ELinOS

For setting up an immutable ELInOS, we use our integrated
development environment CODEO. A pre-configured
immutable OS image template is already available and can
be selected in the project wizard. In the immutbale OS most
of the configurations are present and a BSPs (Board Support
Package) needs to be selected. ELinOS comes with a wide
collection of BSPs for several architectures, like ARM, x86,
RISC-V, or PowerPC, but here we will use a QEMU ARM_V8.
QEMU is a virtual machine, so the demonstration can be
done easily on the development machine.
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Our project involves the setup of the workspace and
configuration files, a process that concludes swiftly, usually
within seconds. Upon completion, we establish the project
framework along with the feature configurator.

Configuration adjustments primarily revolve around the
input console, customized to display within the QEMU
window, and selecting the appropriate storage device for
Docker images, facilitated by BSP-specific storage support,
particularly on QEMU using Virt-l0. Subsequently, we
continue to refine feature configurations, followed by
configuring the file system.

Once the setup is finalized, the build process can be started,
primarily compiling the Linux kernel with the required
drivers and features. Essential components like systemd
or the Docker runtime engine are already pre-compiled,
facilitating easy deployment onto the system. The resultant
file for QEMU encapsulates the kernel and the base system.

It is worth noting that we also use a remote system which
uses a plugin within our CODEO IDE to connect to remote
target systems running ELinOS, or to emulate targets via
QEMU. The plugin simplifies the QEMU virtual machine
setup, therefore minimizing console interactions.

Additional QEMU command line arguments are configured
to add an additional partition for the Docker containers. This
configuration ensures compatibility with container images,
as the base system remains immutable while containers
maintain read-writable file systems.

Upon completion, the QEMU session is initiated, showcasing
the operational systemd environment. A scripted test file
verifies the system's immutability by attempting various file
system modifications, each met with failure due to the root
file system's read-only status.

QEMU

Machine  View

Varning: This script damages your file system by modifying
startup scripts and deleting files.

Checking for root...access granted
[Checking rou root file system...failed

/deusroot ~ squashfs ro,relatine,errors=continue 0 0
[Renount root in ru mode. ..

It nount —o remount,ru ~

IStoring bad script to local filesysten. ..
p: can’t create * usr/binsbad_script.sh’ @ Read-only file system
cp: can’t create */binsbad_script.sh’ @ Read-only file system
[Failed

Manipulating systend startup script

[Renouing criticial base system files...
rn: can’t remove ‘/binssh’: Read-only file system
frn: can’t remove */bin/busybox’ @ Read-only file system

rn: can’t remove */shinsmodprobe’ @ Read-only file systen
rn: can’t remove * susr/binscontainerd’ : Read-only file system
[Failed

Screenshot 1: The QEMU console shows that the test script
was not able to change the (immutable) system
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This demonstration underscores the system's immutability,
wherein the root file system remains inviolable, preventing
alterations to critical system components, thus ensuring
robust Security and stability.

The pre-configuredimmutable OSimage template activatesa
specialized file system known as SquashFS, which allows the
base system to be mounted in a read-only mode. SquashFS
is a compressed, read-only file system for Linux that is
optimized for minimal storage usage and high performance.
This is particularly beneficial for immutable Linux operating
systems, where the integrity and unchangeable state of the
base system are critical. By using SquashFS, the system's
core components are protected from unauthorized
modifications, ensuring a stable and secure environment.

Additional Security measures such as SELinux, Secure Boot,
or File System Encryption can also be enabled, depending
on the board and project configuration, to further enhance
the system's Security posture. These combined measures
provide a robust and reliable foundation for applications
and services running on the immutable Linux OS.

8. The Future of Immutable Linux

In the domain of Immutable Linux we see an exciting world
with numerous emerging trends and innovations shaping its
future. Some insights of what we might expect:

Containerization and Orchestration: Immutable Linux
is likely to see increased adoption of containerization and
orchestration technologies like Docker and Kubernetes.
These technologies enable developers to build and deploy
applications in a more consistent and scalable manner,
aligning well with the principles ofimmutable infrastructure.

Security Enhancements: With Cybersecurity threats
becoming more sophisticated, there will be a continued
focus on enhancing Security features within Immutable
Linux systems. This may include advancements in secure
boot mechanisms, encryption protocols, and
Security measures to protect against various vulnerabilities
and attacks.

runtime

Edge Computing: As Edge Computing continues to gain
traction, Immutable Linux will play a crucial role in powering
distributed computing environments at the Edge. This
will involve optimizing Linux distributions for resource-
constrained devices and implementing robust mechanisms
for managing Edge deployments in a secure and immutable
manner.

Al and Machine Learning Integration: Integration of Al and
machine learning capabilities into Immutable Linux systems
will enable more intelligent automation and decision-making
processes. This could include self-optimizing infrastructure,
predictive maintenance, and adaptive resource allocation
based on real-time insights and analytics.
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Staying at the forefront of these emerging trends and
technologiesis essential. As a leading provider of embedded
Linux solutions, SYSGO is committed to driving innovation
and delivering cutting-edge solutions that empower our
customers to embrace Immutable Linux with confidence.
By continuously investing in research and development,
we aims to address the evolving needs of its customers
and ensure that its offerings remain at the forefront of the
industry.

SYSGO aims to shape the future of Immutable Linux and
foster innovation in embedded systems. We are well-
positioned to lead the way in enabling organizations to
harness the full potential of Immutable Linux for their
mission-critical applications.

9. Conclusion

Opting for an immutable Linux system presents a multitude
of benefits across various aspects crucial to modern
computing environments. From a Security standpoint, the
inherentresistance to tampering significantly mitigates risks
associated with code injection, viruses, and exploitation,
ensuring a consistent and reliable base OS. The immutability
also guarantees a predictable reboot outcome, crucial for
maintaining system integrity and resilience.

Moreover, the read-only nature of the system enhances
reliability by reducing wear on storage media and ensuring
the OS operates predominantly from memory, a particularly
advantageous trait for embedded systems reliant on
flash storage. This reliability translates into consistent
performance and uptime, bolstering the overall operational
efficiency.

The repeatability offered by an immutable system further
streamlines operations by providing a single, unchanging
snapshot that ensures a consistent user experience.
This predictability extends to maintenance procedures,
simplifying tasks by allowing for holistic updates and patches
to the entire OS image and applications. Consequently,
maintenance schedules become more straightforward,
reducing the complexity associated with managing
individual packages.

In essence, an immutable ELinOS system with container
support offers increased Security, ease of maintenance,
scalability, and reliability. By leveraging containerization
and separating services, administrators can deploy and
manage systems more efficiently while minimizing risk and
ensuring consistency across deployments. Embracing an
immutable ELinOS infrastructure not only fortifies Security
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and reliability but also facilitates streamlined maintenance
practices, ultimately enhancing the overall robustness and
efficiency of computing environments.
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